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PART A
Answer all questions, each carries 3 marks. Marks
1 Define virus and worms with an example (3)
2 Differentiate between Network Intrusion Detection System and Host Intrusion  (3)

Detection System.

3 How PKI does manages the key life cycle? Explain with a neat diagram (3)
4 With an appropriate diagram explain the main components of Kerberos. (3)
5 What are the Email security policies? (3)
6 Describe message format of Privacy Enhanced Mail 3)
7 Show the operation of a Secure Sockets Layer (SSL) Record protocol. 3)
8 Differentiate between user authentication protocol and connection protocol of  (3)
SSH.
9 What are the main services provided by IEEE 802.11 (3)
10 Why does firewalls are needs for security? (3)
PART B
Answer one full question from each module, eacl carries 14 marks.
Module |
11 a) How does ElGamal Digital signature scheme validate the signature (5)
b) Using the ElGamal scheme, let p=19. Find the values for S1 and S2 if m= 14. 9)
OR
12 a) Explain the network security model with the help of a neat diagram. (7)
b) Explain the requirements and challenges of Network Security. (7)
Module Il
13 a) Differentiate between Kerberos V4 and V5 (7)

b) How does Diffie-Hellman technique provide perfect forward secrecy using signature  (7)
keys?
OR
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Compare the aggressive mode and main mode of Phase 1 Internet Key Exchange
(IKE).
How does the stateless cookie protocol provide clogging protection?

Madule IlI
Explain the security mechanism used in Gmail communication.
Explain the Signed data and Clear-signed data functions provided by S/MIME,
OR
Differentiate between Pretty Good Privacy and Enhanced Mail

Define non-repudiation. Describe the different ways by which it is implemented in
email communication
Module IV

Describe any three web security threats, their consequences and countermeasures.

Illustrate the sequence of events in Secure Shell (SSH) transport layer protocol packet

exchanges.
OR

Explain Secure Socket Layer handshake protocol
How does connection initiation is done in HTTPs
Module V
Describe the advantages and disadvantages of application layer firewalls.
Explain the security areas addressed by IEEE 802.111i.
OR
Explain the two authentication methods used in Wired Equivalent Privacy (WEP).

Describe the three transaction classes provided by Wireless Transaction Protocol.
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