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What you mean by IntegritY of data?

What is Ceaser cipher technique?

What is differential crypt analysis?

What is the advantage of triple DES?

What are the disadvantages of RSA algorithm?

What arp the advantages of DifTie Hellman key exchange algorithm?

How the key backup is possible in a key distribution environment?

Discuss about compromised keys in a key distribution system?

What is the benefit of using MAC?

What are the authentication requirements?

PART B
, (Answer onefull questionfrom each module, each qaestion canies 14 marks)

Module -1

I I a) Explain Vigenere cipher with example.

b) Explain abi$ut Playfair cipher. Generate cipher text for the string "instrumenlsz

" using the keyword "monarchY". i
12 a) Explain in detail about cryptanalysis and brute-force attack

b) Encrypt the text "meet me after the toga party" using transposition cipher with

the key (3,2,1,4,5). Show decryption of the ciphertext to recover the original text

back.

Module -2

13 a) Explain indetail about AES.

14 a) Explain thesubstitution technique used with DES?

b). With suitable diagram explain about RC4
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: llffif3Blu*)or

Modsh-3

l5 ,a) Expkin in ikfdf 6out RSA sBtrfihm. Given p=7, q=ll, c=t?, iFf, cncryp 14

,., ..: .

16 a) t-?-y'wanecdtotrcElgamalcrypogr$bsystcm? 7

b) Exptrin in &il tors Diffre lletfirian&ey exctangc atgoritlun. 7

' tffi{
17 a) T.k is fu roll ofKDC in gereraing a sosslon gt? t

b) Dir#s idifictiit totn gcnen{i*r puDilic key. 6

18 a) ffitb€ of symrnemic kcy lBsrftution udngsyrwmh krys E

b) fut in &il $qtr kcy ransfe, f ia a symmeric hcy dl*frilioa 6

cnvirormt
Msdfrlc-3' T-

t9 a) Erplein in d€rrit fu MD5 a$aithm.

20 a) Discuss in dcbil $od X.50t effidkr servbes.

b) Exp'hf,nfle $ctrb pwidcd by ldr fimions ud MAC indcb*.
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