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PART A

Answer ony twofull questions, each carries 15 mnrks. Marks

1 a) Would message integrity on its own ensure that the contents of a message are not (5)

changed during transit? Does something more need to be done?

b) Explain the algebraic structures used in cryptography emphasizing the properties (10)

to be satisfied in each category.

2 a) Find whether set of natural numbers is an abelian group under addition. Justifu your (5)

answer.

b) Discuss different types of attack threatening confidentiality and integrity.

3 a) Explain commonly used security mechanisms used in security systems (at

eight).

b) Define linear congruence. Solve 5x = 8 (mod 6)

(10)

least (8)

(7)

PART B

Answer any twofall questions, each carries 15 morks.

4 a) Encrypt "LET US MEET TODAY" with the key APPLE using playfair cipher. (10)

Qgnore the space between words)

b) Explain the terms confusion and diftrsion. (5)

a) Explain single round in DES and the DES function. (10)

b) Distinguish between a monoalphabetic anTl-a polyalphabetic cipher. (5)

a) [r 21 Q)' Use hill cipher to encrypt the message "CORONA" using the key K = | - - |" Ls 7)

b) Briefly describe MixColumn Transformation in AES using necessary diagrams. (8)

PART C

Answer any twofull questions, each canies 20 marks.

7 a) Explain different methods used for distribution of public keys?

b) Explain the architecture of Distributed Intrusion Detection with neat sketch.

(10)

(10)
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