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PART A

Answer all questions, each corries 4 msrks. Marks

Illustrate how access is granted by an access control matrix with an example. (4)

Explain brute force attack with example. (4)

Illustrate Chinese Wall security model with suitable example. (4)

How can we reduce the impact of XSS vulnerabilities? (4)

Differentiate between viruses and worms. (4)

Explain the term phishing. What are its different types? (4)

How does the entity authentication implemented in UMTS? (4)

Illustrate steps to achieve WEP encryption to transmit data over radio waves. (4)

Explain various flaws involved in online banking. (4)

Describe SOAP and its characteristics. (4)

PART B
Answer ony twofull questions, each corries 9 marks.

l l a) Differentiate between Discretionary and Mandatory access control policies with (5)

examples.

b) Demonstrate CIA triad ivith a diagrammatic representation.

l? a) State the Star-property for Bell- LaPadula model.

b) Explain Clark-Wilson Model. -;

13 a) Describe discretionary policies for Biba Model.

b) Interpret the access control mechanism in SE Linux.

PART C
Answer any twofull questions, each carries 9 marks.

14 a) Explain software vulnerability and describe common types of software flaws (5)

that lead to vulnerability.

b) What all.are the common problems that happen when a buffer is overflowed? (4)

(4)
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15 a) Exp*ein SQL fijectim v*herability and its rcmedies.
' trr

. ,i-., ' b) Exdiiirtfu' ofaeal$a:ervirus.
:'-:' ri€.1-' 1""" ' 16 a) Explain ely. *6,'VF'snmPropagffin6dels.

b) Wh€re did the Trojan lives anrdlrow it infects the computer system?

PART I)
An*w* eay Hoftdl qadioas, each eenies 12 rwt*s.

- 17 a) kmnscate€SMsriedriffianda&tie*ionprincipl6,
b), Exp**in link tevel s€cBrity provided by Bluetooth.

18 a) Illgate with exmrphs various csroerns and flaws involved in mtlm crcdit

card payment systems.
':...'

b) Descfie the strength and weakness of secure electronic transaction.

c) Explain the comErt*tion of "Dual Signature".

19 a) Discussthe fiamespmfingand its.rwd.

b) Illusfate any two SAML assertions types.

c) Describe any two XML vulnerabilities.
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