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Answer oll questions.

I. 1 Explain Chinese remainder theorem and its significance.

2 Explain what is congruence and its properties.

3 Compare DES, AES, IDEA & Blowfish algorithms in terms of Data size, IGy size, Number of
rounds. Security Level.

4 Wlite notes on trafiic confidentiality.

5 What is the importance of Key management and sharing ?

key sharing.

6 From the concepts of public key and private key, explain how uiessage authentication is-
achieved.

7 Compare System Level and Network level security issues. What is a virus ?

8 Explain the various protocols used in E-mail security.
(8x5=40marks)

II. (a) State and explain :

(i) Euler function.
(ii) Fermat's theorem.

Or

(b) (i) Explain the use of mathematics in Cr5ptography. (5 marks)

(ii) Explain Wilson's theorem and its applications. (10 marks)
(a) Explain rrny one classical encqrytion algorithm and its crlrytanalysis process. With example,

explain the process of substitution and diffirsion.
Ar

(b) Explain the algorithm of DES. Comment on the security level of 'S'boxes.
(a) Explain RSA algorithm *ith example. What is the advantage and disadvantage of this

method ?

Or
(b) Explain the algorithm of MD5. What is its significance ?

(a) Write notes on IP layer security. Explain the header of IP protocol.

'Or
(b) What is a firewall ? Explain the Design and Breaking of firewalls.

Explain the problems involved in

(7 marks)

(8 marks)

IIL

ry.

V. What is S/]vIIME ?

G+4+7=75marks)

[4 x 15 = 60 marks]


