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PART A

r which param ","1'::;';::,tr:{,i:;:';::#{:: i^:#",argorithm of a 160'
Fiestel Cipher.

t Encrypt the message "the house is being sold tonight" using Vigenere cipher (4)
'i 

with key "dollars".Ignore the space between words. Decrypt the message to

get the plain text.

3 Compare stream cipher and block cipher with example.

4 Find gcd(252,105).

5 List different types of attacks addressed by message authentication.

6 Illustrate Needham and Schroedor protocol for mutual authentication.

7 Compare transport mode and tunnel mode functionalities in IPSec.

8 List out the five header fields and their meaning defined in MIME.

9 What are the steps involved in the SSL record protocol transmission?

l0 Compare SSL and TLS.

PART B
Answer any twofull questions, each corries 9 morks.

a) Discuss about different polyalphabetic cipher substitution techniques.

b) Explain single round of DES algorithm.

a) Differentiate between Confusion and Diffusion.

b) Explain the key generation in IDEA.

Explain AES algorithm in detail.

PART C
Answer ony twofull questions, each corries 9 marks.

14 a) Alice and Bob agreed to use RSA algorithm for the secret communication. (6)

Alice securely choose two primes, p:5 and g:l I and a secret key d:7. Find the

corresponding public key. Bob uses this public key and sends a ciphertext 18

to Alice. Find the plain text.

b) State and prove Euler's theorem.
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15 a) Explaia three different A*ttiat€d Digital Signature Techniques. (9)

16 a) \trhat is srryprcs rrynry attack in ardrersicdion? Explain $e protocol uscd to (4)

climinaie this attuk.

b) Explain the key exchange procedur€ using Elliptic Curves. (5)

PART I)
A*sea any twfanaWions, esh csrries 12 tts*s.

17 a) Explain ttre squarce of steps irroolved in the message gen€rafikm ald recepiur (S)

in FGP with btock diagrams.

b) Listoutthe bemfu.ofl$ee. ::,: (4)

18 a) Exptain dE featurcs of anytwo tlpes of firvwatls. I (6)

b) Frrplain the sequerce ofoperatiom required for Secure Electrcriic tlansactisr. (6)

19 a) ExplainErafo*nra{:of'ffi€r'EsP?8eft€f. (6)

b) Sttstrsfe fre or opin*toh of3SL, Record Protocol (6)
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