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EXAMINATION, APRIL 2018
Electronics and Communication Engineering

EC 14 805 C—CRYPTOGRAPHY AND NETWORK SECURITY ,
: Three Hours e ' Maximum : 100 Marks |
Part A |
Answer any eight questions.

With block diagram, explain the model of conventionai cryptosystem.

Explain the simpliﬁed DES scheme.

What is a CTR mode of Block CIPHER ? List its advantages.

What is thé principle of public key cryptosystem ? What are six ingredients of it ?

Explain the tecnniques for distribuﬁon of publin keys.

State the axioms to be obeyed an abelian gxfonp G.

Enumerate and explain the-attac'ks in the context of communication across a network.

What are the requii‘ements for a digital signature ? Explain.

. 'What are the contents of Trust Flag Byte ? Explain.
What are the types of Firewalls ? Expiain.

8x5=40 marks)
7 Part B
(a) With block diagram, explain the model for network security.
‘ Or

_(b) With the network illustration and deci'yption algorithm explain the Fiestel Cipher.

(a) Discuss in detail about RSA algorithm, its computatlonal aspects, encryptlon, decryption and
key generation process.

Or

(b) Describe Diffie-Hellman key exchange algorithm.
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>(b) (1) Whatarethetwoclasses of faaﬂi’%” ‘tmnpmtoeols"Explam. :

" 14 "(a) (1) Summansethe PGP services.

(a) Describe the basm uses of hash functions.
3 Or

: (u) Descnbe the steps of Digital Slg'nature Algonthm (DSA)

(1.1) L1st the Tunnel mode and ’I‘ransport mode functlonahty

» (b) (1) Llst the desxgn goals fora ﬁrewal}

(n) HQW to ach1eve secunty agamst Tro,)an Horse attack ? Explaln.r z 4
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