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EC. 14 805 HRYPIOGRAPITY AND NETWORK SECURIIY

fime : Three Hours

Answer an! eight questions.

1. With block diagrem, explain the model of conventional cryptosystem.

2. Explain the simplified DES scheme-

3. What is a CTR, mode of Block CIPIIER ? List its advantages.

4. What is ttre principle of nublic key cryptosystem ? What,are six ingredients of it ?

5. Explain the techniques for distribution of public keys.

6. State the axioms to be obeyed an abelian group G.

7. Enumerate and explain the attacks in ttre context of communication across a network.

8. What are the requirements for a digital srgnature ? Explain.

9. What are the contents of Trust Ftag Byte ? Explain.

10. What are the tSpes of Firewalls ? Explain

(8x5=40marks)

Part B

11. (a) 
.With blobk diagxam, explain the model for rytwork security.

Or

(b) With the network illustration and decryption algorithm, explain the Fiestel Cipher.

12. (a) Discuss in detail about RSA algorithn, its computational aspects, enc4ption, decryption and

key generation pnocess.

Or

(b) Describe Diffie-Hellman key exchange algorithm.
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