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Part A (AnalyticaUProblem solving short questions.
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1. State the need for network security.

2' State the similarities and differences between diffirsion and confusion.
3. Highlight the strength and weaknesses of DES.

4. Give any four types of substitution techniques.

5. Performencr5ption anddecryptionusingR.sAAlgorithmfor p =7;g= rr ;e=17; M= g.

6. List four generafCharacteristics ofsc-liema for the distribution of the public key.
7. Mention the role of compression function in hash function.
8. Distinguish between message integrity and message authentication.
9. What are the steps involved in SSL required protocol?

10. Draw the general format for pGp message.

. (gx5=40marks)
Part B (AnalyticaUProblem solving Descriptive questions.

Answer all qu,estions.

Each questinn canies 15 marhs.

11. (a) Explain about the various types of security attacks with examples.

Or

(b) Explain the Key generation process in Data Encryption Standard (DES) algorithm.
12' (a) Draw the general structure of DES and explain the encryption decryption process.

Or

(b) Explain in detail about Elliptic curve cryptography with neat diagram.
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18. (a) Givs the'sumntry of crynt+rndbie#b€€"oad+*sailsfi8.
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(b). .B:bfly eplain DefiEe-Heh key exdauge with an eraasle.
14. (a) Eplain'firewals aaa bwt&qf prerent intnrsions.
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$) Describe in dehit eboul-Soc&et layer and transport trayer security w*th neat dirgram.
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