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Part A

Answer all th,e. questions.
Each qucstian carrics 2 morhs.

I. (a) Give anyfour names of substitution techniques.

(b) How many bit keys are used in S-DES algoritbm ?

(c) Mention the advantages of elliptical curye cryrytography.

(d) Define Digital Signature.

(e) What do you meant by Data compression ?

(6xZ = l0marks)
Part B

Answer ony fotrc qucstians.
Eaah qucstinn corrics 5 marks.

II. (a) What are the strengths of DES encrlption ?

(b) List lhe applications ofPublic-Key Crlptosystems

(c) Distinguish behreen s5mmetric *d 
""y--"tric 

encqption techniques.

(d) Differentiate MAC and Hash function.

(e) List the tbnefits of IP Security.

(f) List and explain the different t;pes of Security

(4x5=20marks)

. Part C

Arawer all qucstinns. ,

III. (A) (i) Explain the OSI SecurityArchitecture ; and (ii) Explain Classicd Encrlption Techniques.

Or

(B) Discuss in detail about Rotor machine and Steganography tedhmques.

l!tn-i4u6:70 Marks
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fV., (A) Explain the SIIA-1 processing of a single lLz-bitblock and also give the single step operation.

Or
- .. 'l''
., '(B) Bripfly explain the idea behind Elliptic Cun'e Cryptosybtem.

V",l(e) 
', 

Oescribe about securiff of hash"frnctiols ana UaC problems.
l

,* or
*;^+^- ^* lf^--;- ^--3L^-3:^^.::- --l^(B) Writ€ short notes on Message authentication codes and functions.

VI. (A) Give the format of the IP sec Authentication Header. Write short notes on authentication' header and ESP.

Or:'
(B) Give an ovenriew on 

fnf 
tunctionality.

(4 x 10 = 40 marks)


